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	REVISION SUMMARY



	Rev
	Date
	Description of Change

	0.1
	6/02/06
	Initial draft.

	0.2
	8/18/06
	Updated.

	0.3
	8/30/06
	Build 6.9

	0.4
	10/25/06
	Build 6.14. Deleted “upload cancel” at beginning and end of procedure (unnecessary). Added file dump commands. 

	0.5
	10/31/06
	Clarified description of the upload state machine; removed recommendation to not do load during Physics; added SAA constraint (TBR); added  SIU and EPU HK telemetry to check during data load and commit. 

	0.6
	11/7/06
	Changed procedure to only load to the SIU. Use L-FIL-02 to copy the file to the EPU. 

	0.7
	11/30/06
	Added error code information

	0.8
	4/24/07
	· Enabled task messages for LFS

· Added repeat of file upload prior to commit to handle large files

· Changed “filename” to “file number”

· Added more tlm checks for command response

· Corrected range of valid directory values

	0.9
	5/24/07
	Added PROC reference

	0.10
	6/28/07
	Updated PROC references

	0.11
	7/02/07
	Replaced file dump command with reference to the file dump NP.


Purpose:

This procedure is used to load software configuration files, source code libraries and instrument configuration files to the SIU EEPROM or RAM while in the Application Mode. 

Description:

Three categories of files may be uploaded: software configuration files, application files, and instrument configuration files. Files can be uploaded to the SIU only. To load files to the EPU, the file must be loaded and committed to the SIU first and then copied to the EPU (see L-FIL-02 File Copy from SIU to EPU). 

Files are first loaded to temporary RAM space on the SIU and must be committed to storage before they can be used.

The file system operates according to a file upload state machine with 4 states: START, ERROR, COMMIT and LOAD. The general sequence is as follows:

1. The upload system begins in the START state.

2. A File Upload Start command is sent to signal the beginning of an upload and the upload system transitions to the LOAD state. 

3. One or more File Upload Data command packets are sent. The data are written to temporary SIU RAM space and the upload system remains in the LOAD state. 

4. The File Upload Commit command can be sent at this time with the option to “Validate Only” to verify the integrity of the data stored in the temporary buffer. Any validation errors are reported via the LFS task messaging and the upload system will report ERROR. If the validation is successful, the state machine remains in the LOAD state.

5. The File Upload Commit command is sent to commit the file to storage. A validation automatically occurs with error reporting the same as in step 4. The state machined returns to the START state after the file is committed. 

6. The file committed to storage can then be dumped and compared to the ground image. 

The upload is accomplished through use of an ITOS load directive. A binary file, created by ISOC FSW, contains the information needed for the ITOS to build the correct File Upload Start command and the correct number of File Upload Data commands to upload the entire file. The status of the upload is monitored through housekeeping telemetry. The telemetry reports the current state of the file upload state machine, current number of bytes of data received, current number of data packets received, and any error codes generated for the file upload. If errors are encountered during this sequence, an upload cancel command must be sent to reset the state machine before the file can be reloaded by ITOS.

Large uploads may require multiple binary files. These individual binary files can be resent multiple times and in any order until the commit command is sent. Once the commit command is sent, if there is a need to resend any individual binary file, all of the binary files must be resent.

When the uploaded file is committed to storage, a validation is automatically performed. A validation can also be performed without committing the file to storage. 

After the file load is complete, a file dump may be performed to compare the loaded file to a ground copy. The file can be dumped to a diagnostic APID packet over the 1553 interface or it can be dumped to science APID packets that will be stored on the SSR for later retrieval. The ISOC uses ground software tools to compare the loaded file contents to the file that was intended to be loaded.

Files are identified through a file identifier, which has been assigned by the File Management Extra (FMX) tool used on the ground to track the files loaded on the LAT. The file identifier is a 32-bit number structured as follows:

3 bits – identifies the drive or device


1 = RAM


2 = EE0 (lower EEPROM)


3 = EE1 (upper EEPROM)

7 bits – identifies the directory (d0 – d15)

22 bits – file number assigned by FMX

If not already configured, task messaging for the LFS task is changed to allow information-level messages to be sent over the 1553 during this procedure. The task messaging is then changed back to the nominal settings at the conclusion of the procedure.

Reference:

LAT-TD-07665 LAT Flight Software User Guide

GLAST-GS-ICD-0002 Operations Data Products ICD

Initial Configuration / Entrance Criteria:

1. The SIU must be operating in Application Mode.

2. Load file state machine is in the “ready state” (LHKSFILSTATE = START)
3. Command confirmation must be enabled for the LFS task in order to verify the command was received.

Final Configuration / Exit Criteria:

1. Command receipt confirmed in telemetry.

2. Load file state machine is in the “ready state” (LHKSFILSTATE = START)
Constraints:

1. This activity must be coordinated with the ground FMX tool to maintain the correct knowledge of the onboard file system.
2. The procedure only loads files in Application Mode. Use procedure L-FIL-04 to load files in Boot Mode. 
3. Files cannot be uploaded to the Boot Objects Region (device=0) in Application Mode.
4. Only one file upload can be performed at a time.
5. This procedure only loads files to the SIU. To load a file to the EPU, the file must be copied from the SIU. See procedure L-FIL-02 File Copy from SIU to EPU. 
6. Avoid uploading files during an SAA transit to provide maximum protection against data corruption. 
Parent Procedure:

None

Child Procedure(s):

L-LCM-01 Change Task Messaging

L-LFS-07 File Dump

PROC(s):

LATLOADFILE

LATCOMMITLOAD

LATCANCELLLOAD

Relevant Modes of Operation:

LAT can be in TERMINAL, QUIESCENT, HOLD, PHYSICS, TOO, ARR, or CALIBRATION mode.

Estimated Duration:

Duration depends on size of file to be uploaded. 

	STEP
	DESCRIPTION
	ACTION
	EXPECTED RESPONSE
	COMMENT

	Part A. – Initial Configuration

	1. 
	If necessary, change the LFS task to output information-level messages and output them over the 1553. 
	Execute L-LCM-01 Change Task Message
	
	

	2. 
	Verify the SIU is in Application Mode (secondary boot has occurred).

PROC: LATLOADFILE
	Verify telemetry
	H0554SECONDS increases


	

	3. 
	Verify that a load is not currently in progress.

PROC: LATLOADFILE continued
	Verify telemetry
	LHKSFILSTATE = START


	

	Part B. – Command

	1. 
	Initiate file upload

PROC: LATLOADFILE continued

SIU TASK CMD COUNTERS

ITC Packet Contents section


ITC Task ID = 2


Command APID = 1601


Function Code = 0 

SIU LFS Task section


LHKLFSCMDSENT increments


LAT CPU FILE STATUS

SIU File Status section


LHKSFILSTATE = LOAD


LHKSFILERRCNT = 0


	Initiate ITOS directive

Load <file name>
which generates the following commands:


LFILUPLSTART



LFILESIZE


LFILUPLDATA



OFFSET



DATA



LFILEDATA1



…



LFILEDATA47
	a. Expected command confirmation for first command

H0720CNT increments

LITCNODE = 0

LITCTASK = LFS (2)

LITCCMDHDRAPID = 1601

LITCCMDHDRFNC = 0

LITCEXESTATUS = SUCCESS (0x3c8333a8)
b. Optional: command counter for LFS increments once for LFILUPLSTART

LHKLFSCMDSENT 

c. Optional: command counter for LFS increments for each data command in the load file

LHKLFSCMDSENT 

d. State of the upload state machine after the load is complete:

LHKSFILSTATE = LOAD

LHKSFILCURSIZE = LFILESIZE after load is complete

LHKSFILPKTCNT = number of LFILEUPLDATA commands in the binary file

LHKSFILERRCODE 

LHKSFILERRCNT = 0
	The data file contains the information for the following:


LFILESIZE = expected size of upload in bytes. Maximum size is 0.5 MBytes (TBR).


OFFSET = relative location of this portion of the file data within the file as a whole


DATA = first 1 byte chunk of file data


LFILEDATAxx = 47 remaining 1 byte chunks of file data

LHKSFILERRCODE, LITCEXECSTATUS, and LCMMSGCODE

Allowable codes: 

0x3c8333a8 = Success

0x3ca2f3b6 = Upload start

0x3ca30e2e = Upload data

0x3ca318ea = Upload commit

Error codes: 

0x3c98f3bf = Upload state error

0x3c990aeb = APID error

0x3c9915cb = Total size error

0x3c991acb = Packet length error

0x3c991b67 = File header error

0x3c991c5b = Function parameter error

0x3c991cfb = Function code error

0x3c991d6b = Checksum error



	2. 
	If error messages occurred during step 1, or LHKSFILSTATE = ERROR send the command to cancel the upload, otherwise proceed with step 3.

PROC: LATCANCELLOAD
	Send command

LFILUPLCANCEL


LFILENODE = 0

SIU TASK CMD COUNTERS

ITC Packet Contents section


ITC Task ID = 2


Command APID = 1601


Function Code = 1 

SIU LFS Task section


LHKLFSCMDSENT increments
LAT CPU FILE STATUS

SIU File Status section


LHKSFILSTATE = START


LHKSFILERRCNT = 0


	a. Expected command confirmation
H0720CNT increments

LITCNODE = 0

LITCTASK = LFS (2)

LITCCMDHDRAPID = 1601

LITCCMDHDRFNC = 1

LITCEXESTATUS = SUCCESS (0x3c8333a8)

b. Command counter for LFS increments

LHKLFSCMDSENT
c. State of the upload state machine

LHKSFILSTATE = START

LHKSFILPKTCNT = 0
	LFILENODE


0 = SIU

Possible error codes for LHKSFILERRCODE:


0x3c98f3bf = Upload state error


0x3c990aeb = APID error


0x3c9915cb = Total size error


0x3c991acb = Packet length error


0x3c991b67 = File header error


0x3c991c5b = Function parameter error


0x3c991cfb = Function code error


0x3c991d6b = Checksum error



	3. 
	Repeat steps 1 and 2 (if necessary) until all binary files are loaded successfully.
	
	
	

	4. 
	Optional: perform a validation of the file without committing the file to storage. 

PROC: LATCOMMITLOAD
	Send command

LFILUPLCOMMIT


LFILENODE = 0


LFILEFLAGS = 1



LFILEID

SIU TASK CMD COUNTERS

ITC Packet Contents section


ITC Task ID = 2


Command APID = 1601


Function Code = 2 

SIU LFS Task section


LHKLFSCMDSENT increments
LAT CPU FILE STATUS

SIU File Status section


LHKSFILSTATE = LOAD


	a. Expected command confirmation

H0720CNT increments

LITCNODE = 0

LITCTASK = LFS (2)

LITCCMDHDRAPID = 1601

LITCCMDHDRFNC = 2

LITCEXESTATUS = SUCCESS (0x3e8333a8)

b. Optional: command counter for LFS increments

LHKLFSCMDSENT 
c. State of the upload state machine

LHKSFILSTATE = LOAD

LHKSFILCOMID = LFILEID
	LFILENODE


0 = SIU 

LFILEFLAGS


1 = VALIDATE

LFILEID


3 bits = destination device


7 bits = destination directory


22 bits = file number

	5. 
	Send the command to validate and commit the file. 

PROC: LATCOMMITLOAD
	Send command

LFILUPLCOMMIT


LFILENODE = 0
LFILEFLAGS = 0



LFILEID
SIU TASK CMD COUNTERS

ITC Packet Contents section


ITC Task ID = 2


Command APID = 1601


Function Code = 2 

LAT CPU FILE STATUS

SIU File Status section


LHKSFILSTATE = START
	a. Expected command confirmation

H0720CNT increments

LITCNODE = 0

LITCTASK = LFS (2)

LITCCMDHDRAPID = 1601

LITCCMDHDRFNC = 2

LITCEXESTATUS = SUCCESS (0x3e8333a8)

b. Optional: command counter for LFS increments

LHKLFSCMDSENT 

c. State of the upload state machine after file is committed

LHKSFILSTATE = START 

LHKSFILCOMID = LFILEID
	LFILENODE


0 = SIU 

LFILEFLAGS


0 = COMMIT

LFILEID


3 bits = destination device


7 bits = destination directory


22 bits = file number

Note that for large files LHKSFILSTATE may show “COMMIT” for one update telemetry cycle before going to “START”

	6. 
	If error messages were encountered or LHKSFILSTATE = ERROR, send the command to cancel the commit. 

PROC: LATCANCELLOAD


	LFILUPLCANCEL


LFILENODE = 0 

SIU TASK CMD COUNTERS

ITC Packet Contents section


ITC Task ID = 2


Command APID = 1601


Function Code = 1 
LAT CPU FILE STATUS

SIU File Status section


LHKSFILSTATE = START


	a. Expected command confirmation

H0720CNT increments

LITCNODE = 0

LITCTASK = LFS (2)

LITCCMDHDRAPID = 1601

LITCCMDHDRFNC = 1

LITCEXESTATUS = SUCCESS (0x3c8333a8)

b. Optional: command counter for LFS increments

LHKLFSCMDSENT

c. State of the upload state machine 

LHKSFILSTATE = START
	LFILENODE


0 = SIU 




	7. 
	If step 6 was performed, proceed with one of the following options:

a) Return to step 1 to repeat the file load

b) Exit procedure


	
	
	




	Part C. – Verify

	1. 
	Ensure no error messages and all telemetry is as expected.
	Review telemetry 
	
	

	2. 
	Optional: verify the contents of the committed file match the file that was intended to be uploaded.


	Execute L-LFS-07 File Dump
	
	

	Part D. – Final Configuration

	1.
	Verify file upload system is in the “ready state” 
	Verify telemetry

LAT CPU FILE STATUS

SIU File Status section


LHKSFILSTATE = START
	LHKSFILSTATE = START
	

	2. 
	If necessary, reconfigure the LFS task messaging to the nominal settings.
	Execute L-LCM-01 Change Task Message
	
	



Step 35.3





Step 35.2





Step 35.2





Step 35.6























Step 35.4





Step 35.5





Step 35.4








GLAST
Step_35.2_thru_35.6_L-FIL-01_FILELOAD
Page 9 of 10



